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YOUR PASSWORDS

Long, strong and unique passwords
are much harder for attackers to
crack. Try creating a passphrase
which is a string of four or more
words - this is much stronger
than a random mixture of letters,
numbers and symbols.

SOLOMONS.GOV.SB/MINISTRY-OF-FINANCE-
AND-TREASURY/SIG-ICT-SERVICES
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~ & TO TWO-FACTOR
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HN
S I. t Enable two-factor authentication (2FA)
0 your oniine aCCOl‘!n S for your online accounts by turning it
have dOUble pl"OteCtlon on in privacy settings. When you next

log in, it will be a second step such
as your thumbprint, face ID or a one
time code from an app to verify itis
really you.

SOLOMONS.GOV.SB/MINISTRY-OF-FINANCE-AND-
TREASURY/SIG-ICT-SERVICES
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*=) YOUR APPS
AND SOFTWARE

Updating apps and software provides

T? keep bugs and new features as well as fixing security
viruses out risks that can be used to gain access

to your personal information. Ensure

SOLOMONS.GOV.SB/MINISTRY-OF-FINANCE-AND- automatic updates are enabled on all
TREASURY/SIG-ICT-SERVICES of your devices to keep yourself secure.
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YOUR
PRIVACY

Before you share your personal

:rO keep y_our personal information online, check your
Informatlon secure social media settings to ensure

they are switched to ‘friends only’
and that any requests for personal

SOLOMONS.GOV.SB/MINISTRY-OF-FINANCE-AND- ) . -
information are legitimate.

TREASURY/SIG-ICT-SERVICES
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YOUR BACKUP
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Upscale your backup and recovery

TO minimise downtime to minimise downtime in an incident.
in an inCident Implementing and testing backups

helps to minimise downtime and ensure
business continuity in the event of

SOLOMONS.GOV.SB/MINISTRY-OF-FINANCE-AND- i
a security breach or data loss.

TREASURY/SIG-ICT-SERVICES
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YOUR DATA SECURITY

0
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. Uplift your data security to protect against
TO prOteC:t agaInSt unauthorised access. Security measures
unauthOrlsed access like firewalls and permission-based controls

provide protection. Regularly review and

SOLOMONS.GOV.SB/MINISTRY-OF-FINANCE-AND-|Pdate security measures and educate staff
TREASURY/SIG-ICT-SERVICES about cyber security. Keep your passwords

private and make sure you lock your devices
when not in use.





